Hpuioxkenue Ne2. Un¢popManuoHHasi NaMATKA /151 00y4a0 M XCS JAJI51 pa3MellleHusl Ha
obpunmanbHbIx UHTEpPHET-pEcypcax

C KaXXIpIM TOJIOM MOJIOJIKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a MIKOJbHUKU OJHU U3
caMbIX AaKTHBHBIX MoJjb30Barenel PyHera. Mexnay TeM, NMOMHMO OIPOMHOIO KOJIMYECTBa
BO3MOKHOCTEH, MHTEPHET HECeT W MpoOJeMbl. JTa maMsTKa JOJDKHA TIOMO4Yb TeOe 0e30macHo
HAaXOJUTHCS B CETH.

Komnviomepuvie supycoi

KoMmnbroTepHslii  BHUpYC — 3TO  Pa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IIPOI'PAMM,
OTJINYUTENBHOM OCOOCHHOCTBIO KOTOPOW SBISETCS CHOCOOHOCTH K pa3MHOXKeHuio. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WM IOJHOCTBIO YHUUTOXUTH Bce (ailnibl u
JlAHHbIE, TOAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro OblIa 3alylleHa 3apakEHHas
IporpaMMa, a TakXke MOBPEIUTh WM NaK€ YHHUUYTOXHUTb OIEPALMOHHYID CHCTEMY CO BCEMH
¢aiinamu B 11e510M. B O0sIbIIMHCTBE Clly4aeB paclpoCTPaHsIIOTCS BUPYChl Uepe3 UHTEPHET.

Meronb! 3a1UThI OT BPEAOHOCHBIX IIPOrPAMM:

1. Hcnonw3yil coBpeMeHHBIE ONEpallMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHb
3aIUTHI OT BPELOHOCHBIX IPOrpaMM;

2. TlocrosHHO ycraHaBiIMBai mauTH (UMQPOBBIE 3aMJIATKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C ILI€JIbI0 JIOPAaOTKM IpOrpamMMbl) M JIpyrue OOHOBJICHMS CBOEH
oTepaluoHHON cucTemMbl. CKaunBail X TOJIHKO ¢ OPHUITMATBHOTO caifTa pa3paboTunka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTUYE€CKOTO OOHOBJICHUS, BKIIFOUHU €T0;

3. PaboTaif Ha cBOeM KOMIIbIOTEpE O] IpaBaMU I0JIb30BATENs, a HE aJMUHUCTpaATOpa.
OTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM MHCTaJUIMPOBATHCS HA
TBOEM [1€PCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE IPOrPaMMHBIE TPOAYKTHI U3BECTHBIX ITPOU3BOAUTEINEH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GU3NYECKUIl TOCTYI K KOMIBIOTEPY /11 HOCTOPOHHUX JIMII;

6. HWcnonp3yit BHENIHHE HOCUTENN HH(OpMaLUK, TaKue Kak ¢Iielka, JUCK W (ailn u3
MHTEPHETA, TOJIbKO U3 MPO(pEepEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIBIOTEpHbIE (hailyibl, MOMYYCHHbIE W3 HEHAIEKHBIX HCTOYHHKOB.
Haxe Te aiiiabl, KOTOpbIE IpHCIad TBOW 3HAKOMbIN. Jlydiie yTouHM y Hero,
OTIPABJIsUI JIU OH Te0e UX.

Cemu WI-FI

Wi-Fi - 3170 He Bu/ Mepeaaun JaHHBIX, HE TEXHOJOTHS, @ BCErO JIMIIb OpeH 1, Mapka. Eie
B 1991 rony Huzaepnaniackas komnaHus 3aperucrpuponana opena « WECA», yto o6o3Hauano
coBocouetanue « Wireless Fidelity», KoTopslit mepeBouTCs KaK «0eCIpOBOIHASI TOYHOCTDY.

Jlo Hamiero BpeMeHH Jolula Jpyras a0OpeBuaTypa, KOTOpas SBJSIETCS TakoW ke
TexHonoruen. ITo abopeBuarypa «Wi-Fi». Takoe HazBaHue OBLJIO 1aHO C HAMEKOM Ha CTaHIApT
BbICIIMI 3ByKOBOW TexHUKHU Hi-Fi, 4To B mepeBojie 03HayaeT «BbICOKAsi TOUHOCTbY.

Jla, GecrimaTHBIA MHTEPHET-IOCTYN B Kade, OTeIsIX M adpornoprax SBISETCS OTIMIHON
BO3MOKHOCTBIO BBIXOZ[a B MHTEpHET. HO MHOTHE 3KCHepThI CUUTAIOT, UTO 00IIenocTynHbie Wi-

Fi ceru He saBisrOTCS 0€30IAaCHBIMU.

CoseTblI 10 Oe30mMacHOCTH paboTe B 001Ie10CTYMHBIX ceTsax Wi-fi:
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He mnepenaBaii cBoro nuuHyr HHpopManuio depe3 odmenoctynueie Wi-Fi ceru.
PaboTast B HHX, JKElIaTeIbHO HE BBOJUTH IMApOJH JOCTYIA, JOTMHBI U KAaKHE-TO
HOMEpa;

Hcnonb3yit 1 0OHOBIAN aHTUBUPYCHBIE MPOrpaMMBbl U OpaHamayep. Tem cambIM Thl
obe3omacuib cedsi OT 3aKaYKH BUpyca Ha TBOE YCTPOMICTBO;

[Ipu ucnons3oBanuu Wi-Fi orkmoun ¢yskmuio «OOmmii moctyn k (aiimam u
npuHTepam». JlaHHas (QYHKIMS 3aKpbhiTa 1O YMOJYAHUIO, OJHAKO HEKOTOpHIE
MOJIb30BATENN aKTUBUPYIOT €€ 1Jis y100CTBa UCIOIB30BaHus B paboTe mim yueoe;

He ucnons3yit nyomununsiii WI-FI nns nmepenaum nUYHBIX JaHHBIX, HallpUMep JIs
BBIXO/Ia B COLMAILHBIC CETH MITU B YJICKTPOHHYIO MTOUTY;

Nnone3yit Tonpko 3ammieHHoe coennHeHue yepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-anpeca BBoaU HMEHHO «https://»;

B moOwisHOM Tenepone orkimoun  Qynkuuro  «[lomkmrouenme k- Wi-Fi
aBTOMaTU4eckm». He momyckaii aBTOMaTHYECKOTO TOAKITIOUSHHS YCTPOHCTBA K CETSAM
Wi-Fi 6e3 TBoero cornacusi.

COZ{Lla]leble cemu

CouuanpHple CETM aKTUBHO BXOJAST B Hallly *KH3Hb, MHOTHE JIIOAU PAabOTAIOT U KUBYT
TaM HOCTOSIHHO, a B Facebook yxxe 3aperucTpupoBaH MUILIMApA YEIOBEK, YTO SIBJISAETCS OAHOM
CeIbMOM BCeX XHUTeled IuaHeTbl. MHOrMe mosib30BaTeNM HE MOHMMAIOT, YTO HMHGOpMAaIus,
pa3MelleHHas MU B COLMAIBbHBIX CETSIX, MOXKET ObITh HaiiieHa U UCIOJb30BaHA KEM YroJHO, B
TOM 4HCJIE HE 0043aTEIbHO ¢ OJIarMMU HAMEPEHUSAMH.

OCHOBHEBI€ COBETHI 10 0€30I1ACHOCTH B COIMAJIBHBIX CCTAX!

1.

2.

Orpanuyb CHOUCOK Jpy3eil. Y Tebs B ApYy3biIX HE JODKHO OBbITh CIy4YaWHBIX U
HE3HAKOMBIX IO,

3ammumiaii CBOIO 4YacTHYIO Ku3Hb. He ykaspiBail maponu, TenedoHbl, aapeca, AaTy
TBOETO POXJEHUS W JPYryl0 JHYHYI0 HHGOpMaIuio. 3JI0yMBIIUIEHHUKA MOTYT
UCIOJb30BaTh Jake MHGOPMAIMI0O O TOM, KaK Thl U TBOM POJUTENM IUIaHUpYyeETe
IPOBECTH KaHUKYJIbI;

3amuinai CBOIO pemyTaluio - JE€pKU €€ B YUUCTOTE U 3aJaBail cede BOIpoc: XOTeN Obl
ThI, UTOOBI JIpyTH€ MOJIb30BATENIM BUJICIHU, YTO Thl 3arpyxkaems? [logymait, mpexne
YeM UTO-TO ONyOJMKOBATh, HAMKCATh U 3arPy3UTh;

Ecnu Tbl rOBOpHUILIB C JHOJbMHU, KOTOPBIX HE 3HAEIb, HE UCIOb3YH CBOE peaslbHOE
UMS M JPYTyI0 JHUYHYIO MH(OpPMalMU: UMS, MECTO >KUTEIbCTBA, MECTO y4yeObl W
npoyee;

N30eraii pasmemenus gpororpaduii B UHTepHeTe, rae Thl 1300pakeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OIPEEIUTh TBOE MECTOI0JIOKEHUE;

[Ipu perucrpanuu B colnagbHOW CETH HEOOXOUMO MCIOIb30BaTh CIOXKHbIE apOIIH,
cocrosiue u3 OykB 1 HUGP U ¢ KOJTUMYECTBOM 3HAKOB HE MeHee &;

Jns couunanbHON CeTH, MOYTHI U IPYTUX CAaTOB HEOOXOAMMO HCIOJIb30BATh Pa3HbIE
naposu. Torna ecnu Te0s1 B3IOMAIOT, TO 3JI0YMBIINIICHHUKH MOIY4aT JOCTYI TOIbKO
K OJHOMY MECTY, a HE BO BCE Cpa3y.

Onekmponnvle denveu

DNeKTpOHHBIE JEHI'M — 3TO OYEHb YIOOHBIN COCOO TUIATeXel, OJHAKO CYIIeCTBYIOT
MOIIICHHUKH, KOTOPBIE XOTAT MOJYUYUTh 3TH JICHBIU.

SHGKTpOHHBIe JACHBI'N IMOABUIIMCH COBCEM HCAABHO M MMCHHO H3-3a 3TOr0O BO MHOT'HX
rocyaapCcTtBax 10 CUX IMOP HC IIPOIHUCAHO PO HUX B 3aKOHAX.
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B Poccun xe oHu (yHKIMOHUPYIOT U O HUX YK€ NMPONUCAHO B 3aKOHE, I/1€ UX Pa3/esioT
Ha HECKOJIbKO BHUJJOB — aHOHUMHBIC U HEC aHOHUMHBIC. Paanua B TOM, YTO aHOHUMHBIC - DTO TC,
B KOTOpBIX paspeliaercs MPOBOAUTH onepanuu 0e3 HIASHTU(UKAIMK I0JIb30BaTesl, a B
HCAaHOHHNMHBIX I/I,Z[eHTI/I(I)I/IKaI_II/II/I [I0JIb30BaTENIA ABIIIETCS 00132 TEILHOM.

Taxke cremyer pa3nuuaTh SJIEKTPOHHbIC (UMATHBIE JIEHBI'H (paBHBI I'OCYJapPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE He(praTHbIE IEHbI' (HE paBHBI TOCY/IapPCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI 110 0e30macHoi paboTe ¢ 3JIEKTPOHHBIMH JIEHbIAMHU:

1. TlpuBsiku K cueTy MOOMIIBHBIM TenedoH. DTO caMblii YAOOHBIH M OBICTPBIN CIIOCOO
BOCCTaHOBUTh NOCTYI K cuery. [IpuBsd3aHHbIN TenedoH NMOMOXeET, eciau 3alylelllb
CBOM ITATEXKHBIN I1apOJb WIN 3aliI€Ib HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnons3yit omHopazoBsle nmaponu. Ilocne mepexona Ha YCHIIEHHYIO aBTOPU3ALIUIO
TeOe yxxe He OyJleT yrpoxkaTh OMaCHOCTh KPaXku MJIM IepexBaTa IIaTeKHOTO apoJis;

3. BeiOepu cnoxsblii mapoiss. IIpecTynHukam OyneT He NPOCTO yrajiaTh CIIOKHBIN
naposib. HanexxHble naposim — 3To napoJsiu, KOTOpbIe COAEpKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B €€0sl CTPOUHBIE U MPONUCHBbIE OYKBBI, HMPPbI U HECKOJIbKO CHMBOJIOB,
TaKWe Kak 3HaK Jojuiapa, (yHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hammpumep, $tROng!;;

4. He BBOIM CBOM JIMUHBIE JaHHBIE HA caliTaX, KOTOPBIM HE JOBEPSCIIb.

3/Z€Kmp0HHCl}Z nodyma

DNEKTPOHHAS MOYTa — ATO TEXHOJOTHUS M IMPEIOCTABISEMBIC €0 YCIIyTH 10 MePEChUTKE U
MOJTyYCHHUIO JJICKTPOHHBIX COOOIICHUM, KOTOPBIC PACHPEACISIOTCS B KOMITBIOTCPHOH CETH.
OOBIYHO ~ DJCKTPOHHBIM  TOYTOBBIA  SINIMK  BBINVILAMT  CICAYIOIIMM  00pa3oMm:
UMs_TIONB30BaTeNI(@UMS_JoMeHa. Takke KpoMe TMepeaadyd IMpPOCTOrO TEeKCTa, HMeEeTcs
BO3MOKHOCTH IepeaBaTh (hauibl.

OcHOBHBIE COBETHI IO 0€30IacHOM paboTe ¢ IEKTPOHHOU MOYTOM:

1. Hano BrIOpaTh nMpaBUIIBHBIN MOYTOBLIM cepBHC. B HHTEepHETE €cTh OrpOMHBIN BHIOOD
OecIIaTHBIX OYTOBBIX CEPBUCOB, OJHAKO JyYIlle AOBEPATh TEM, KOTO 3HAELIb U KTO
IIEPBBIN B pEUTUHTE;

2. He yxaspiBaii B IM4YHOM mouTte JU4YHYI0 HH(popManuio. Hanpumep, sydmie BbIOpaTh
«My3bIKaJIbHBIN _(haHaT@» umn «pok2013» BmecTo «temal3»;

3. Hcnonb3yit ABYX3TalHYO aBTOPU3ALMI0. DTO KOT/la IOMUMO MApoJis HY>)KHO BBOAUTh
KOJI, MpHUChLIaeMbIil o SMS;

4. BpiOepu cnoxHbIM napoib. s KakJoro MOYTOBOrO SIIIMKAa JOJDKEH OBITh CBOM
HAJISKHBIN, YCTONYUBBIN K B3JIOMY [1aPOJib;

5. Eciau ecth BO3MOKHOCTb HalucaTh CaMOMY CBOW JIMUHBIM BOIPOC, UCIONB3YH ATy
BO3MOXHOCTb;

6. Hcnosp3yli HECKOJBKO IOYTOBBIX SIIMKOB. [IepBBIA MJI1 YaCTHOW IEPENUCKH C
azpecaTaMy, KOTOPbIM Tbl JOBEps€lIb. OJTO D3JIEKTPOHHBIA aJpec HE HaJo
UCIOJIb30BaTh IIPU PErUCTpaluy Ha (hopymax u cailTax;

7. He otkpeiBail (aiiyiipl U Apyrue BIOKEHUS B MUCbMaX Ja)K€ €CJIM OHU MPULUIA OT
TBOMX Jipy3eil. Jlydie yTouHu y HUX, OTIIPABIISIIN I OHU Tebe 3Th (aitibr,

8. Ilocne okoHYaHusi pabOTBI Ha IOYTOBOM CEPBHCE MEpel 3aKPHITHEM BKJIAIKU C
caiiToMm He 3a0y/b HaXaTh Ha «BBIATHY.
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Kubepbynnune unu supmyanvroe uzdesamenbcmeo

KubepObymmar — mpecienoBaHue COOOIICHHSMH, COIEPXKAIMMUA  OCKOPOJICHUS,
arpeccuro, 3alyruBaHUe; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOIIBIO Pa3IMUYHBIX
WHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 00pbOe ¢ KNOEepOyIIMHTIOM:

1. He 6pocaiics B 60ii. Jlyummii crioco6: mocoBeToBaThcs Kak ceOs BECTU U, €CJIU HET

TOr0, K KOMY MOXHO OOpaTHThCS, TO BHadalle YCHOKOWTbcA. Eciu Thl HayHelb

OTBEYaThb OCKOPOJEHHAMM Ha OCKOPOJIEHMs, TO TOJIKO €llle OOonblle pa3oxiKellb

KOH(IHKT;

VYnpasisii cBoel kubeppenyranuei;

3. AHoHUMHOCTH B cetd MHUMas. CyIIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTout BecTu XyJMraHCKHI 00pa3 BUPTyalbHON *U3HU. VIHTepHET QUKCUpPYET Bce

TBOM JICHCTBUS U COXpaHSIeT UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTENbHO;

CoOmronail cBO BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit enuHuuHbli HeratuB. OJHOpa30Bble OCKOPOUTEIbHBIE COOOILEHUS

Jdyd1e UrHOpUpoBaTh. OOBIYHO arpeccus MpekpalaeTcs Ha Ha4yaJlbHOM CTaluy;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOILEHUSIMHU, B COLIMATIbHBIX
CeTAX €CThb BO3MOXKHOCTb OJIOKMPOBKU OTIPABKM COOOLIEHUH C ONpesereHHbIX
a/lpecoB;

8. Eciu Tbl cBuuerens kuOepOysummHra. TBou JeHCTBUSA: BBICTYHUTb IPOTUB
npecienoBaTens, I[OKa3aTb €My, 4TO €ro JeWCTBUS OLEHUBAIOTCA HEraTuBHO,
HNOJAEpXKaTh JKEPTBY, KOTOPOM HY)KHAa IICHUXOJOrMYecKas IIOMOILIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpecCUBHOIO IIOBEJCHUS B CETH.

N

o o

Mobunvbhwiti meneghon

CoBpemenHble cMapThOHBI M TUJIAHIIETHl COIEpXKaT B ceOe BIOJHE B3POCIBIA
(GyHKIMOHAT, W TElmeph OHM MOTYT KOHKYPHPOBAaTh CO CTAllHOHAPHBIMH KOMIIBIOTEPAMH.
OnHako, cpencTB 3alUThI ISl TOJOOHBIX YCTPOUCTB MOKa OYeHb Majo. TecTupoBaHHUe U MOUCK
YSA3BUMOCTEN B HUX MPOMCXOAUT HE TaK MHTEHCUBHO, Kak i IIK, To ke camoe kacaercs u
MOOMJTBHBIX MPUIIOKCHUH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl y)Ke MPaKTHUECKH JOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacimpeHue (GyHKIMOHATA BIEYET 3a COOOW OOJBIIYI0 CIOXKHOCTH M MEHBIIYIO
3aLUIIEHHOCTbD.

HaJ'ICKO HC BCC IPOU3BOAUTECIIA BBIITYCKAKOT O6HOBJ'IGHI/I$I, 3aKPbIBAIOIIHUEC KPUTHUYCCKUC
YA3BUMOCTHU OJIs1 CBOUX yCTpOﬁCTB.

OcCHOBHBIE COBETHI /11 0€3011aCHOCTH MOOUIILHOTO Tene(oHa:

1. Hwudero He sABISIETCS MO-HACTOAIIEMY OecIIaTHBIM. Byab OCTOpOXeH, Beab Koraa
Tebe mpemIaraloT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IUTATHBIC YCITYTH;

2. Jlymaii, mpexae uem oTrnpaBuTh SMS, ¢hoTo wmu Buaeo. Thl TOUHO 3HACIIb, T/I€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heobxomnmo 0OHOBIATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Vcnosp3yil aHTUBUPYCHBIC TPOr'PAMMBI JIJII MOOHJIBHBIX TEIC(OHOB;
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5. He 3arpyxaii npuiaoKeHus: OT HEU3BECTHOI'O HCTOYHUKA, BEIb OHU MOTYT COJIEPXKaTh
BPEJOHOCHOE ITPOrPaMMHOE 00€ECIIeYEHHUE;

6. Ilocie Toro kaxk Thl BBIACHIb C caiiTa, I/ie BBOAWI JIMUHYIO MH(OpMaLUIo, 3aiiiu B

HacTpoiiku Opay3epa u yaanu cookies;

[leproanuecku nmpoBepsiii KaKKUe IUIaTHBIE YCIyTH aKTUBUPOBaHbI HA TBOEM HOMEDPE;

8. Jlamaii cBOi HOMep MOOWJIBHOrO TejehoHA TOJBKO JIFOISM, KOTOPBIX Thl 3HACIIb U
KOMY J0BEpsielb;

9. Bluetooth nomken OBITH BBIKIIOYEH, KOTJa Thl UM He moisb3yemnbcs. He 3a0ObiBait
MHOT/Ia TPOBEPSTH 3TO.

~

Online ueput

COBpCMeHHHe OHHafIH-I/IFpBI — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIMUC PA3BJICYCHUSA,
O6L€)II/IH$IIOHII/IC COTHH TBICAY YCJIOBCK IO BCCMY MUDY. I/IFpOKI/I HUCCICAYIOT HaHHI:IfI UM MHD,
O6H_IaI-OTC$I Apyr ¢ ApyroM, BBIIOJHAIOT 3a/laHUA, CPpAXKAOTCA C MOHCTPAMU U ITIOJYHarOT OIIBIT.
3a YAOBOJILCTBHUEC OHH IIJIATAT: IMOKYHIAIOT JUCK, OINIAYMBAKOT a0OOHEMEHT WM HpHOGpeTaIOT
KaKueC-TO OIIIHH.

Bce stm cpencrtBa uayT Ha TOANEPKAHME W PA3BUTHE WIPHI, a TaKXKe HAa camy
0e30I1acCHOCTh: COBEPUICHCTBYIOTCS CHCTEMBI aBTOPU3ALMM, BBINTYCKAIOTCSA HOBBIE MAT4H
(urdpoBsbIe 3aMIATKH JIJIS IPOTPaMM), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX urpax CTOUT oOllacaTbCid HC CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KpaXKu
TBOCTO IapOJIsl, HA KOTOPOM OCHOBAHA CUCTEMA aBTOpU3allUN OOJILIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30IMaCHOCTH TBOETO UI'POBOT'0 aKKAayHTA!

1. Ecmum npyroit urpok BeneT ceds MIoXo WM CO3/1aeT Tede HeMPUATHOCTH, 3a0I0KUpYH
€ro B CIIMCKE UTPOKOB;

[loxkamyiics aaMUHHCTpaTOpaM WIpbl Ha IUJIOXO€ IIOBEIEHHE JTOrO HIPOKa,
JKEJaTeNbHO MPUIOKHUTh KaKHe-TO J0Ka3aTelIbCTBA B BUAE CKPHUHOB;

He yka3biBaii muuHyto nHGopMaIuio B mpodaiiie urpsl;

VYBaxail Ipyrux y4aCTHHKOB I10 UIPE;

He ycranaBnuBaii HeopuIMaabHbIE MATYU U MOJIBI;

Hcnonb3yii Cl0KHBIE U Pa3HbIE IAPOJIH;

Jaxe BO BpeMs UIPbl HE CTOMT OTKJIOYaTb aHTUBUpPYC. IIoka THI urpaeib, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nouokow

Duwune unu Kpaosica JTU4YHbLX OAHHbBIX

OObIYHOM Kpa)ke JeHer M JOKYMEHTOB CErojHd YK€ HUKOro He yauBufib, HO C
pa3sBUTUEM MHTEPHET-TEXHOJIOTUH 3JOYMBIIUIEHHUKM IEPEMECTHJIMCh B  HHTEPHET, W
IPOJODKAIOT 3aHUMATBCS «JTFOOUMBIM» J1€JIOM.

Tak nosiBuiach HOBas yrpo3a: MHTEPHET-MOILEHHUYECTBA WM (UIIMHT, IJ1aBHAs LETb
KOTOpPOI'0 COCTOUT B IOJYYEHHUHU KOH(UIEHIMAIbHBIX JaHHBIX I10Jb30BaTENIe — JIOTMHOB U
naposeil. Ha anrmuiickom sa3bike phishing untaercst kak guiuunr (ot fishing — priGHas o,
password — mapoJib).

OCHOBHBIE COBETHI 110 00pbOE C PUITHHTOM:

1. Cnmemm 3a CBOMM aKKayHTOM. Eciii Thl mojo3peBaeiib, 4TO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMpPOBATh €€ W COOOLIMTh aJMHUHHCTPATOpam
pecypca 00 3TOM Kak MOXHO CKOpee;
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2. Hcnonb3yit 0e3onacHble BeO-CaliThl, B TOM YK CII€, HHTEPHET-Mara3uHoOB U OUCKOBBIX
CUCTEM;

3. Hcnonb3yit crnoxxHble U pasHble napoiu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH TOJy4YaT JOCTYI TOJIBKO K OIHOMY TBOEMY IpO(dUIIIO B CETH, a HE
KO BCEM;

4. Ecmm Tebs B3j70MaM, TO HEOOXOAMMO NPEAYHNPEAUTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJICHBI Y TEOsI B APY3bSX, O TOM, YTO T€OS B3JIOMAJIM U, BO3MOXKHO, OT
TBOETO UMEHU OYJeT pacchlIaThCs CllaM M CChUIKHM Ha (PUIIMHTOBbIE CalThI;

5. YcranoBu HajexHbI maposs (PIN) Ha MOOMIIBHBIN TenedoH;

OTxir04M coXpaHeHHe napoiis B Opaysepe;

7. He otkpeiBail (aiiyiel U Apyrue BJIOKEHUS B MUCbMaX AK€ €CJIM OHU MPULUIA OT
TBOUX Jpy3eil. JIydie yTouHN y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (aitiib.

IS

Hudgposas penymayus

IMudposas penyramnus - 3TO HEraTUBHAs WM MO3UTUBHAs MH(pOpMAIUs B CETH O Teode.
Komnpomerupyromas nHpopManusi pa3MelleHHass B UHTEPHETE MOXET CEpbe3HbIM 00pa3oM
OTpa3UTbCs Ha TBOEW peanbHOH xu3HU. «L{udpoas pemyrauus» - 370 TBOW MUMHUJK, KOTOPBIH
(bopmupyercs U3 UHGopMauu o0 Te0e B UHTEPHETE.

TBoe MecTo KHUTCJIILCTBA, y‘le6bl, TBOC (1)I/IHaHCOB0€ ITOJIOXXCHUC, 0COOEHHOCTH XapaKTepa
" pacCKa3bl O OJIM3KHUX — BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue moJapoCTK! JETKOMBICICHHO OTHOCSATCS K IMyOJMKAIUU JTMYHOW HHPOPMAIH B
WuTepHere, He TOHMMAasT BO3MOXKHBIX MOCIIEACTBHIA. ThI Jaxke HE CMOXKEIIb JIOraIaThCs O TOM,
yT0 (hoTorpadus, pazMelieHHas 5 JIeT Ha3a, cTaja MPUYUHON OTKa3a MPHHSATH TEOS Ha padoTy.

KommenTapuu, pasmemienue TtBoux ¢otorpaduii M Jpyrue AeWCTBUS MOTYT HE
HCYE3HYTh JaXKe IOCJIe TOro, Kak Thl MX yJaidullb. Tbhl HE 3Haellb, KTO COXPaHWI 3Ty
nH(popMaIIo, MoMNaja JU OHA B IMOUCKOBBIE CUCTEMbI U COXpAHHWJIACh JM OHA, a IJIaBHOE: YTO
MOyMaloT 0 Tebe OKpyXKarollee JIIOIU, KOTOpble HAalAyT U yBUIAT 3T0. Haiitn nHdopmanuio
MHOTO JIET CIYCTS CMOXET JII000M — Kak M3 A0OpbIX MOOYXKAEHWH, TaK U C HaMEpEeHUEM
MPUYUHUTB Bpel. DTO MOXKET ObITh KTO YT OJIHO.

OCHOBHBIE COBETHI 10 3aIIUTe HU(POBOI peryTaluu:

1. Tlomymaii, pexae 4yeM 4YTo-TO NyOJMKOBaTh W IepenaBath y ceOs B OJjore wim B
COIIMAJILHOM CETH;

2. B Hacrpoiikax npoduiis yCTAHOBU OTPaHHYEHUSI HAa IPOCMOTP TBOETrO MPODHIIS U ero
COEPIKUMOT0, CACNAl €T TOJIBKO «IIIS APY3eii»;

3. He pa3memait u He yka3piBail HH(POPMAIIHUIO, KOTOPAsi MOKET KOT'0-JIM0O OCKOPOIISATH
WM OOVIKATh.

Aemopckoe npaso

CoBpeMeHHbIE IIKOJbHUKH— AaKTUBHbBIE I10JIb30BATENU LU(PPOBOr0 MNPOCTPAHCTBA.
OpaHako Janeko He BCE 3HAIOT, YTO MOJIb30BAHME MHOI'MMM BO3MOXHOCTAMU LIU(POBOro Mupa
TpedyeT coOMo1eH s ITpaB Ha MHTEIIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «HHTEIUIEKTyaldbHAasE COOCTBEHHOCTH» OTHOCHTCS K Pa3UYHBIM TBOPEHUSM
YeJI0BeYECKOro yMa, HauuHasi ¢ HOBBIX M300peTEeHH U 3HAKOB, 0003HAYaIOIUX COOCTBEHHOCTh
Ha TPOAYKTHI M YCIyrd , W 3aKaHuuWBas KHUTamu, (ororpadusmMu, KUHODUIBMAMHU H
MY3bIKQJIbHBIMH TTPOU3BEICHUSIMHU.
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ABTOpCKHE IpaBa — 3TO IPaBa Ha MHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHUS
HayKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAYE€CTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBINA/TBOPYECKUN TPy aBTOpa He OyIeT HampacHbIM, JAacT €My CIpaBeJIMBBIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3yJibTaTaX CBOEro TPyAad, MOJYYUTh U3BECTHOCTb U MPU3HAHUE.
Huxkro 0e3 pa3peiieHust aBTopa HE MOXKET BOCIPOU3BOJUTH €T0 MPOU3BEICHHE, PACIIPOCTPAHSITH,
nyOJIMYHO J€MOHCTPUPOBATh, IPOJIABaTh, MMIIOPTUPOBATh, MYyCKAaTh B TMPOKAT, ITYOJUYHO
UCIOJHSATH, TOKa3bIBATh/UCIOJHATE B 3(Hpe WK pa3meliats B lHTepHeTe.

Hcnonp3oBaHue «MpaTCKOro» MPOrpaMMHOI0 0OecredeH sl MOXKET IPUBECTH K MHOTUM
pUCKaM: OT IOTEPU JaHHBIX K TBOMM aKKayHTaM [0 OJIOKUPOBKHM TBOErO YCTpPOMCTBa, e
YCTaHOBJICHHBI HE JerajbHas mporpamma. He crouT Takxke 3a0bIBaTh, YTO CYyIIECTBYET
JeTajJbHbIE U OECIUIaTHBIE IPOrPAMMBbI, KOTOPBIE MOKHO HAaUTH B CETH.

O nopmaze

CereBUuOK.p) — TBOW TIJIABHBIM COBETYUK B CETU. 371€Ch Thl MOXEMHIb Y3HAaTh O
0€30MacHOCTA B CETH TMOHSATHBIM M JOCTYIHBIM SI3bIKOM, a MPH BOSHUKHOBEHUU KPUTHUECKOU
CUTyalll OOpAaTUTHCS 32 COBETOM. A TaKKe NMPUHITh y4acTHE B KOHKYpPCaX M CTaTh CaMbIM
U(GPOBBIM I'paKTAHUHOM!
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